Instagram is an image and video sharing app that
allows users to share moments with the world. The
app has a live streaming feature and additional
add-ons, such as ‘Boomerang; ‘Hyperlapse’ and
‘Layout; which can be used to enhance their
feed. Users can choose to add filters and make
adjustments to their photos, such as brightness/
contrast. To make their content more‘searchable)
users can include hashtags in their uploads to
make them easier to find.
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LIVE STREAMING TO STRANGERS
The live stream feature on Instagram allows users to ***NEW FOR MAY 201 8***

connect with their friends and followers in real-time.
Followers can comment on the video during the broadcast
(which can be turned off in the settings). If your child has IN-APP PAYMENTS
a private account, only their approved followers can see i i Fal
their story. It is important to note that they still may have Instagram is rolling out in _app payments
followers that they do not know, which means they could for products and services directly through
be live streaming to strangers. A public account allows. the app. It will operate under the same rules
anybody to view their story. We suggest that your child as Facebook Payments, which state if you
goes through their followers list and blocks people they are under the age of 18, you can m‘|y use
do not know. An additional risk with live streams is that . .
your child may do something that they regret. This could Facebook Payments with the involvement of
be captured by a viewer taking a screenshot and further a parent or guardian.
shared around the internet.

DAMAGE TO CONFIDENCE, BODY
IMAGE & MENTAL HEALTH

When influencers, celebrities or peers use filters on their

photos or videos on Instagram, it can set unreali
expectations of their own appearance and create fe

of inadequacy and low self-esteem. Children may try
to strive for a comparable number of likes on their own

photo to an image or video that has been edited heavily.
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REMOVE PAYMENT #***NEW FOR MAY 2018***

METHODS
If you are happy for your child to
have a card associated with their FILTER INAPROPRIATE
Instagram account, we suggest
adding a PIN which needs to COMMENTS
be entered before making a Instagram announced on 1st May
payment: this will also help prevent that they now have an ‘anti-bullying
unauthorized purchases. This can be filter on the app. The new filter hides
added in the payment settings tab. comments containing attacks on a
person’s appearance or character,
as well as threats to a person’s well-
beinfg or he?l'rh. The t"lligr willbclzlso alert
Instagram to repeated problems so
RESTRICT MESSAGES they can take action on the user if
If your child’s account is not private, necessary. This is an automatic filter,
anybody can message them and but it can be turned off. Make sure this
reply to their stories. If they do wish | is turned on in the apps settings.
to keep their account public, we :
strongly recommend changing the
message reply settings to restrict who
can message them.
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W}ﬁparents need fo KHOW abou[

STAG RAM

PHOTO / VIDEO SHARING

Posting photos and videos is Instagram’s biggest sellin
point, so with sharing images comes risks. A photo which
includes landmarks in the area, their school uniform,
street name, house and even tagging in the location of
the photo uploaded to Instagram can expose the child’s
location making it easy to locate them. If their account is
not set to private, anyone can access their account and see
theirimages.

HIJACKED HASHTAGS

Like Twitter, hashtags are also an extremely prominent
tool in Instagram and with that, comes potential risks
for your child.One person may use a seemingly innocent
hashtag with one thing in mind and before you know it,
hundreds of people could be using the same hashtag for
something inappropriate or dangerous that your child
certainly shouldn't be exposed to.

LOCATION TAGGING

Public locations can be added to a users photos/videos
and also to their stories. While this may seem like a good
idea at the time, it can expose your childs location; this is

particularly more of a risk if it is on their story, asitis in

realtime.
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TURN OFF SHARING

Even though this feature will not stop
people from taking screenshots, it
will stop others being able to directly
share photos and videos from a
story as a message to another user.
This feature can be turned off in the
settings. We also recommend turning
off the feature which automatically
shares photos and videos from a story
to a Facebook account.

USE A PRIVATE ACCOUNT

By default, any image or video your
child uploads to Instagram is visible
to anyone. A private account means
that you have to approve a request
if somebody wants to follow you and
only people you approve will see

your posts and videos. ( )
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Powering Imagination
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ROBLOX STUDIO
The Roblox Studio allows users to create
thelr own gamas and 'worlds’ for others te
play on the platform. As the games are
user generated, it gives users the freedom
to potentially include things you do not
want your child to be exposed to, for
example, weapons, violence and even
pornographic content. There are no age
restrictions on the games created in the
Roblox Studio and to remowve games from
the platform Roblox relies on people
reporting negative/violent content.

UNLIST SOCIAL ME

Make sure your ¢

them to private or remave them from their
account, T | a3 that nobady

able to find and
A media platform

C HEI K SHARED INFORMATI

utside of chl»

Jprofile. For example, th
hene number ar snap:
you see that they have, explain
potentially dangerous and remove
immadiataly.

2-5TEP VERIFICATIO
Roblox b tep verlfic
security feature which we recommend you
enable to add an a layer of security to
your child’s account.

According to the Roblox website, ‘Roblox is
the world's largest interactive social
platform for play. For those of you who are
unfamiliar with the game, itis a
multi-player online gamin gplatform which
allows children to play and create a variety
of games in a 3D world, Roblox is free to
play and available on all modern
smartphones, tablets, desktops, Xbox One,
Oculus Rift, and HTC Vive,

CHATTING & FRIEND REQUESTS
Whilst the games in Roblox are aimed at 8
to 18-year- olds, there are currently no age
restrictions for signing up. This means that
both adults and young people can play
and communicate with each other and
send friend requests through the platform.
Once a friend request is accepted, this
means that they can communicate with
each other outside of gameplay.

Farents

HAVE A CHAT ABOUT 'GRIE
Griefing is whﬂn someone purposaly upsets
another pldyer in & game. This can bE done by

g or stealin
intentionally
and :;L-nernllv doing samethin 1\ th
spoil their gameplay.
fmm of t._ﬂ:e rbullying and ean he extremely
frustrating and upsetting for players.

RESTRICT PAYMENT METH(
blox is a free to play game, but there are still
| in-game purchases.

aceount. If : =
ments in the game but want to rc;ln([
spending, we suggest using a games console l
gifit card. These can be purchased in specific
amounts, which will enable you to restrict how
much your child spands and removas tha n
for a credit/debit card to be used with their
Bccount,
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ROBUX OMNLINE PAYMENTS
When a user creates a game, they earn
something called ‘Robux, which works as a
currency within the platform and enables the
purchase of upgrades and memberships. If
the created game is of good quality and
attracts multiple players and in-game
adverts, children have the ability to earn a lot
of ‘Robux. Once a user has earned a certain
amount of Robux, they can convert this to
real cash and withdraw it to a PayPal account.
Te withdraw money, users need to be over
13, have a PayPal account and have paid for
the Roblox premium subscription.
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ALERT!
Tell your children to be careful
u‘luhlbulhq

DISABLE IN-GAME CHAT
Roblox is great for children to play together and
chat to each othar. However, if you want to

completely turn off in-game chat for your child
[meaning they cannot contack anyone, including

thair friends] you can do so by following these
steps: When logged in, go to the Account Settings
page by clicking on the gear icon at the top right
comer of the page, then click Settings. Naxt, click
on the Privacy tab and under ‘Who can chat with
me in game? select ‘Mo one’ and this will disable

in-game chat”

IS YOUR CHILD UNDER 137
Unfortunately, there are hundreds of YouTube
videos showing children how to change their age
sattings on Roblox, so firstly, you should talk to
your child te set up some rules/an agreement.
There are additional safety features for children
undar 13, for example having their posts and
chats filtered for inappropriate content and
behaviour, so it is worth checking that your child
has sat up their account with the correct age. You
can find this in thelr account sattings,

www.nationalonlinesafety.com




At National Online Safety we believe in
their children, should they m itis n

d.

This guide focuses on one platform of many wh

ich we believe tru:
www.nationalonlinesafety.com for further gundes, hints and tips for adults.

rents, carers and trusted adults with the information they need to hold an informed conversation about online safety with
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adults should be aware of. Please visit
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EXPOSING YOUR CHILD’S
EXACT LOCATION

The ‘Snap Map’ lets you share your EXACT location in
real-time through a map on the app. The user's
location updates when the app has been opened on

the device.Thereisa wlrnlng on the

D so Yl

While Snapchat’s gimmick is that all photos, videos
and text disappear eventually, users still have the
capability to screenshot or record anything which
has been sent to them. Users may sometimes
forget that screenshotting is possnble and send a

website about uploading images and videos to ‘Our
Story’ stating that “snaps you submit to ‘Our Story”
can still show up on the Map, no matter which
location setting zcu choosel.” When uploading to
‘Our Story, your child's image or video could appear
in “Search results and Stories on or off Snapchat -
today or in the future.”

ADDICTIVE

'Snap Streaks’ are gained when snaps have been
sent back and forth consecutively between friends.
The longer that snaps are sent between users, Ihe
longer the streak b

image or

who't they think they trust. Due to Snaps
disappearing, (users can even send a one-second
photo or video), Snapchat has become the chosen
platform for children and young people to send
sexually explicit images or ‘selfies. Once a
photo/video has been screenshotted, or recorded
using another device or software, this can lead to
further dangers, such as blackmail and
cyberbullying.

Itis illegal to make, possess,

download, store and share sexual
images, photos and videos of a
person under the age of 18. Thi
also includes any sexual
photos and videos that a child
may have taken of themselves.

rewards users who have achieved high Snap
Streaks, by gifting emojis, adding incentives for
users to keep the streaks. Children invest time into
making their streaks as long as possible, which can
put an mcredlble amount of pressure on both
and their friend

National
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THE RISKS OF SEXTING

It can be slightly awkward talking about this topic with
your child, but if it helps them protect themselves, itis
worth it. Talk to them about the consequences of sexting
and make sure that they're aware of the risks. Ensure your
child knows that ‘Snaps’ can be screenshotted. Teach them
that if they post anything potentially embarrassing or
harmful (either of themselves or someone else) it can
have severe consequences as the message, image or
video can be shared further.

REPORTING A STORY, LENS,
FILTER, SNAP OR MESSAGE

If your child comes across inappropriate Snap(hat content
sent directly to them or in another person’s story, advise
them to report itimmediately. This may include an
inappropriate lens, filter, message or snap. To report an
offensive lens, they should open the app and select the
lens they want to report. An info button will appear above
the lens. Click this, followed by the flag icon. This will send
a report to Snapchat for further investigation. Reports can
also be made on the Snapchat support website:
support.snapchat.com.

Status of Mind: Social media and young people’s mental health | Life in Likes - Childi

www.nationalonlinesafety.com

F if ayoung person is
found creating or sharing images,
the pohce <can choose to reci

that a crime has been committed,
but taking formal action isn'tin
the public interest.

Top Tips
for Parentg

USE‘GHOST MODE’

We highly recommend enabling‘Ghost Mode’ on the app so

that your child’s location will no longer be visible to anyone

on the ‘Snap Map. To enable this, go onto the Snap Map and

tap the cog in the top-right corner. Here, change the setting
to'Ghost Mode.

HOWTO DELETE A MESSAGE

Advise your child never to send any negative messages (or
images through gallery in the chat on the app) as
screenshots can still be taken. You should also advise your
child to screenshot any negative comments they receive as
the sender can also delete them. To delete a message, simply
x press and hold the sent message and press delete.

TURN OFF‘QUICKADD’

‘Quick Add’ helps friends find each other on lheapp This is
based on mutual friends or if their number is in their phone
book. Explain to your child that this feature can open up
their profile to strangers. We highly recommend that your
child turns off the ‘Quick Add’ feature. This can be done in
the settings.

€

EXTRASTO MAKE
YOU STAY

Aside from taking photos and videos, Snapchat has
other elements to keep users coming back for more.
‘Snap Games' is a feature within the app where users
«can play minigames with others on their friends list.
The games function is easily accessed by tapping on

the rocket button during a conversation. Another
feature on the app is‘Snap Originals; which allows
users to watch content :reatad hjy Snapchat.
lebrities and other
comedy shows, drami, news and more These
ared users to stay on
the app, which may be quite addictive.

DAMAGETO
CONFIDENCE

Snapchat's selection of filters and lenses are seen as a
great way to enhance your ‘selfie game’ Although the
filters are often created to promote entertainment and
humour, using the ‘beatify’ filters on phmos can set

ions and create feelings of

inadequacy. Children may strive for admiration and
appreciation by sending these ‘edited’ photos to their
friend list. Judging themselves against other users on
the app might threaten their confidence or self-worth.

RESTRICT STORY VIEWS

Your child can add videos and images to their‘Story”
throughout the day which will last for 24 hours. By default,
anyone in a user’s friends list can see their story. We
recommend checking the privacy settings to ensure that
this has not been edited. This can simply be done in the
apps settings under the 'Who Can View My Story’ section.
The options to choose from are ‘My Friends, “Everyone’ or
‘Custom’ - we suggest that it is set to ‘My Friends

x

snapchat. Ji

parent-review/

Twitter - @natonlinesafety

Facebook - /NationalOnlineSafety

Users of this guide do so at their own discretion. No liability is entered into. Current as of date of release: 29/05/19




TWITTERTROLLS

A‘troll' is somebody who deliberately posts negative or offensive
comments online in a bid to provoke an individual for a reaction.
Trolling, can include bullying, harassment, stalking, virtual
mobbing and much more; it is very common on Twitter. The motive
may be that the ‘troll’ wishes to promate an opinion or make
people laugh, however, the pragmatics of what they post could be
‘much more damaging, posting anything from racial, homophobic
to sexist hate. Trolling can lead to devastating consequences for
some victims.

INAPPROPRIATE CONTENT

Twitter gives users the opportunity and freedom to post their
hts and opinions, meaning they can nreny mu(h
st anythin lhey want despite restrictions on the plati
i nappropriate fanguage is allowed if i dous ot
f your child sees any Inappropriate content, they
the need to replicate it at home or amongst their peers.
itionafly; shars arw oiso 3 nUMber of uncieis) pornographic
profiles on the platform that can easily be found and viewed
without restrictions.

FAKE PROFILES

Fake Twitter accounts are made ta impersonate a person, celebrity
or public figure. As the accounts are not endorsed by the person
they are pretending to be, they can often be used to scam or take
advantage of young people who think that they're the real deal.

CHECK ACCOUNT SETTINGS

We strongly advise that you tharoughly check your child's privacy
ke away some of the fear of your child’s tweets being
Shared hy anyone, you can always make their account :protec
This means that anyone who wants to view what yout child
posted, it requires approval from them, In addition to thi, you ca
change iRl i B padundis
from al\yone on the platform and that their hcanun is not sl:a red.

BLOCKING & REPORTING

rticular account is causing your child uouble on Twitter,
wne her it's cybel rbullyl ing o upseihng content, you can simply
block and report th Ih em will h!lr to pravent them
from viewing, messa?lnq or fol lowing your child, and vice versa.
Reporting an account Il alert Twitter to investigate the profile.

MUTING ACCOUNTS

The’mute’ feature allows your child to vemnvean a:munt’s tweets
from their timeline without \mfoﬂowing or blocking them, Thi
means your child wlll stop. enmat
conversation but can still view eline. T
useful if they are friends witl iy veully e
they share. The other user w-n n;lz i thit thiy havs been
nned.
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Twitter is a social networkmg site where users can

orshort messages, photos and
cldeos blldy.Ther can also shgre ‘tweets’
lai el I it IF.-T th Ist&'.i
ulary e,as allows them
g twith elebrites, st

stay up to date with news,
releva

current social

FAKE NEWS

The speed in which ‘tweets’ are shared on Twitter can be
unbelievably fast, meaning that fake news can often be
circulated across the pla form very quchdJ Fake news
articles and posts can often be harmful and upsetting to
young peeple and Ihcse associated with the fake news. In
addition to t 's very easy for people to quickly and
unexpectedl retweet a tweet posted by your child,
meaning there is no going back.

HIJACKED HASHTAGS

One of the most commonly used aspects of Twitter is the
hashtag (#) - these allow users to easily search for
specific trem:ls, topics or subjects. However, due to the
astronomical number of Twitter users, many hashtags
can have ‘different’ intentions. One person may use a
seemingly innocent hashtag, and before you know it,
hundreds of people could be using the same hashtag for
something inappropriate ingerous that your child
shouldn’t be exposed to. This is common with ‘trending’
tweets, as people know that their tweet will be seenby a
greater number of people.

TWITTER TROLLS & THE LAW

From 2016, the CPS were able to n!mse new laws thal could
see those who create "dergg ory hashta: post
'humllmln? phaotosho p images Jailegs mev also
announced the launch of a hate crime consultation, Issuing a
series nf ublic leiq Rt st combating crimes
againsl di sahle reople. as well as racial, religious, homophobic

trans| hate crime. it's impartant your child knows
about building a positive online 1erumion , 25 well as showing
respect for others online and

SENSITIVE CONTENT

By ¢ dehult, if Twitter has found a tweet that ‘may cunum
sensitive content; Twitter will hide the content in the
nd un = shown a warning that states the :untsm is
sensitive. You then have the option to view it or not. This gives a
RS ok FoUtn miod Nt potentially hare il Iieaeseiiscy
before your child sees them. Unfortunately, some content may.
sllp through the e n the news feed. So, i
u do nsitive content, ynu tan report it. Twitter
sRauli then inspact the tweet and dackls whether thay dleam it
tobe sensmve.

MUTE HASHTAGS & PHRASES

Within the account se!ﬁn?'s, you have the ability to block certain
words, hashtags or phrases fram your child’s timeline or
notifications (e.g. swear words, in;apprnprla:e phrases, emojis,

Social media is real)
all my fave things wi
SUre 1o keep safe

b fun and | love sharing
ith my friends. Just be

when online #onlinesafery

MEMES NORMALISING RACISM,
SEXISM AND HOMOPHOBIA

Twitter is a popular platform for sharing Internet memes, helping to
make concepts or ideas go viral across the Internet. Howevar,
despite most meme’s bemq innocent and harmiess, some often
include sexist, racist or phobic me!siges. Al(hough they are
typically sent as a joke, st pe of content is contributing to the
normalisation of topics including racism, se; m and homophobia.

PROPAGANDA, EXTREMISM &
RADICALISATION

social media offers a continuous stream of real-time coverage of
extremist activity. Twitter is one of the many platforms that
exploited by extremist groups to help promote violence, r:
and recruit people to support their cause. Thesegmupmm.-ny
target vulnerable victims, often young people, and find a way to
‘manipulate them into supporting their beliefs,

EVERYONE HAS ACCESS

Twitter has over 335 million monthly active users across all age
groups. When a user signs up, tweets are public by default, meaning
anyone can view and interact with posts instantly, Your child may
change their mind about a tweet they have posted but even if they
delete it, there’s always a chance that someone can screenshot,
retweet it or post it onto another platform.

TURN OFF VIDEO AUTOPLAY

‘Autoplay’ s a feature that automatically starts playing a new
video seconds after another one ends on the platform. To avold
your child going from wauhlnghsumeﬁhmg innocent and harmles:
‘to something much more graphic or disturbing, you can turn this.
Feature off In ths settings and easity moderate the videos your
child watches before they see t!

CONVERSATION &
MONITORING

We always promote that you have u?ulnr open convers
suring that they
understand what he m. e espectis, and
how £ be sensitive towards others | lechnas friass important to
‘monitor what they're doing ng what they use the
Blatform for, who they d if they
vlewmgltikm%part in anytl g ﬂm |§ay oLkl ba: Discuss
he dangers of the online world, such as fake news and online
bullying - why do ronpfe inuolve themselves in these actvities
nd what your child can do to prevent them.

TWITTER LISTS

Twitter lists allow your child to create other feeds besides the
main timeline that only include certain accounts - this is a great
way to segment followers based on common topics and interests,

r-mobile

A whole school community approach to online safety

www.nationalonlinesafety.com

Email us at hello@nationalonlinesafety.com or call us on 0800 368 8061




YouTube is a video sharing site/application that enables you to
upload, view, rate, share and comment on a wide variety of
videos. Consisting of a huge resource of information, advice

and entertainment, YouTube now has 1.9 billion logge:
monthly users who watch a billion hours of video daily. Most
of the content on Google-owned YouTube is uploaded by
individuals, but organisations and media companies also offer

ae[s need o know a]) - (“'

Tube
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SPENDING A PREMIUM

YouTube Premium (formerly YouTube Red) isa

new paid streaming subscription service in the

UK, offering a three-montbh free trial to tempt

viewers into a £12-per-month plan. This includes the ability to
download videos, stream videos with the app in the
background, gives exclusive access to original contentand a
separate music streaming service and gaming app.

DANGEROUS ‘CHALLENGE’
& VIRAL VIDEOS

On YouTube, ‘challenge videos’are shared quickly and can be
very dangerous. One person may post a video of themselves
doing something unusual like eating a hot chilli or jumping in
ariver and before you know it, the video goes viral and
everyone wants to join in and share their videos. The speed in
which challenge videos spread across the Internet makes it
difficult to keep up with the latest ones.

National
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TURN ON‘RESTRICTED” MODE
‘Restricted Mode' is an optional setting you can use to help
screen out potentially mature content you may prefer your

child not to see. Restricted Mode works on the browser or
device level, so must be turned on for each browser or
device your child uses. To do this, follow these steps:

Desktop:

« Go to the bottom of any
YouTube page and switch
‘Restricted Mode’ to'ON.’

+ To make it more difficult
for this to be turned off,
you will be given the
option to lock restricted
mode onto your browser.

Mobile:

« Tap the three vertical
dots at the top-right on
the screen and press,
‘Settings.

« Click on ‘Restricted
mode filtering.

« Press ‘Restrict

Please note that you can’t ‘lock’ restricted mode on a
phone in the same way that you can on a desktop. You will
need to turn this on each time your child uses it.

CREATE A FAMILY GOOGLE ACCOUNT
By having a shared family Google account, checking the
history will enable you to see exactly what your child is
watching and sharing on YouTube. To see the history ona
computer, on the right hand menu under the library
section, click ‘History. On mabiles, the viewing history can
be found by clicking on theLibrary’ tab.

A ( BEKIDS - PARENT APPROVED CONTENT
On the YouTube Kids pla!fnrm,rarents <an now handpick
videos and channels for their children to view, arents
and guardians full control over what their children view on the
app. Simply enable the feature within the account se((inis

select “approved content only”. It’s important to note that
this feature is only currently available on Android devices.

7/youtube-porn-+
ru
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SHARING VIDEOS
As well as watching videos, many children are keen to share their
own videos online, emulating their YouTube heroes, such as
Stampy or DanTDM. However, if they post something on YouTube,
they may later regret it or feel embarrassed about what they have
shared. There is also a risk that they will receive hurtful or
negative comments regarding not only their content, but also
their appearance. YouTube’s comment section is infamous for
being one of the most opinionated on the Internet.

IN-APP MESSAGING
‘When your child is logged into their Google account and browsing
the YouTube website, they can share and talk about videos with
their friends using the chat bubble. This can be found at the top
right of the desktop site or through in-app messaging on their
mobile or tablet. When they tap on the ‘Friends’icon, they have a
list of suggested peopla from their contacts — which can be any
contact they've had on Google or somebody who has sent them
an invite link.

Top Tip

BLOCKING ACCOUNTS
When using YouTube, there may be instances where your child
receives negative comments. If somebody’s giving your child a
icult time, here’s how to block them and prevent future
comments and replies:
« Go to their channel/account by clicking on their name.
+ Click on’About’
+ Tap the dropdown box with an image of a flag on it. #
« Press’Block user/
« Tap'Submit.

MONITOR WHAT YOUR CHILD IS
WATCHING/POSTING

The only way to truly know what your child may have been
watching is to regularly monitor them. You can do this by
checking their viewing history. YouTube videos can also be
easily downloaded, so it is important that your child
understands the associated dangers of content they are
uploading and that it could harm their online reputation in
tE?e future. Show them how to set their videos to private or
choose a small network of YouTubers to share with. To get
started, your child can use YouTube Studio which offers
Ieamin?| modules on creating a YouTube channel, however,
you should encourage them not to use their real name.

DIGITAL WELLBEING
YouTube has launched a tool called ‘Time Watched' that allows
you to see how long has been spent on the platform. Once you
have discovered how much time has been spent on the app,
there is the option to set a time limit. Once the limit is reached,
areminder will pop up on the screen. You can also disable
sounds and vibrations to help resist the urge to check for
notifications.

w:youtube.com/watch?v=x-frgntPa6M, https:
lienges-kid

©t.com/family/crazy-youtube:
h.c
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wn-youtube-channel/, https:/www.
log/popular-youtube-gamers-kids-cani-get-enough-ofStamp

AGE-INAPPROPRIATE VIDEOS
As YouTube is the biggest video sharing website in the
world, there is content available for all ages, meaning that
some content will not be appropriate for your child. If you
think that content is unsuitable, there is a flagging feature
to submit it for review by YouTube staff, but you will need to
be aware that just because video is not appropriate for a
younger audience, it may not violate YouTube's policies.
YouTube has mechanisms in place to automatically remove
explicit and harmful content, yet offensive content may still
slip through.

[arents

OPT FOR A FAMILY PREMIUM PLAN
A YouTube family Premium plan may be a cost-effective
option if you have more than one child. For £17.99 a month,
it allows you to share a YouTube paid membership with up to
five other family members - aged 13 and older - living in the
same household. As the account holder, or family manager,
'you must create a Google family account.

MANAGING IN-APP MESSAGES

If your child is accessing YouTube via your account, bear in
mind that they may be contacted by Google contacts who
are complete strangers to them. You can remove someone
from the suggested contacts list by pressing and holding the
person’s name and tapping on the red ‘x!

YOUTUBE GAMING
YouTube has created its own destination for gamers, which
highlights the top gaming videos from the user’s subscrip-
tions, including live streams.There are hundreds of YouTube
accounts which show other people playing and commenting
on games. These are called ‘Let’s Play’ videos. While YouTube
can be a great resource for hints, tips and news for games, it
is.a good idea for parents to keep a close eye on what
YouTuber’s are posting. Often, the games they are playing
will contain strong language and violence. A few examples of
popular YouTube gamers for you to have a look at are:
« Stampy « PopularMMOs
+ Yogscast Lewis & Simon - Captainsparklez
+ PewDiePie « Jacksepticeye
« EthanGamer + LtCorbis
« Markiplier + DanTDM

/www.youtube.com

) watch?v=L2xuy7|
are-doing/, hitps// /

c
ww.youtube.com/watch?v=dyek0Jb0sBg
aptopmag.com7articles/block-someone-youtube
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There's a very good chance you've heard of Fortnite, but what exactly is it? And why is it so popular
amongst young people? Fortnite is an online mul

layer "battle royale” game d
and is playable on Playstation 4, Xbox One, Nintendo Switch, PC and biles. |

ity in late

t g
2017 and has since become the biggest game in the world, thanks to its rapid and engagmg gameplay.
As with most games, Fortnite itself is a highly enjoyable and safe experience, but it pays to be vigilant,

@ What, Parents e to know abouf

as the safety is not water tight.

£

= FORTNITE

= BATTLE ROYALE

BATTLE ROYALE

Battle Royale games have become very pvpuli&

over the last couple of years, and most tend to
follow a very similar setup. Taking Fortnite as an
example, 100 players drop into a map, loot
buildings for weapons and armour and attempt to
beat all the other players to be crowned victor at
the end. If you've ever seen the Hunger Games
‘movies, you'll have an idea of what this entails.
Each game can take up to 20 minutes (assuming
you last to the end) and can be restarted relatively
Qquickly once 100 free players have been found.

SEASONAL UPDATES

Every 10 weeks or so Fortnite is updated with a
new season. This essentially adds new things
like skins and emotes to the game, while also
sometimes :hangmg e the game map in
interesting ways. The sons are free to
everybody and don' I requueaddmonal mol
to play, though battle passes for each season
«can be bought with V-Bucks. A battle pass will
typically allow a player to earn experience
faster and gain fun in-game items by
completing a host of daily challenges.

National
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BUYING V-BUCKS

As mentioned, Fortnite does contain in-game
purchases and microtransactions in the form of
V-Bucks which can be bought with real money. If
you do decide to let your young one spend
money in the game, be sure to delete your card
information afterwards as it can be very easy to
purchase more items at the press of a few
buttons. It's important to set a limit on an)
purchases (as mentioned they are absolutely not
necessary to play the game) and a suggestion
would be capping the spending at around £50 -
this is the normal retail price of a game

TALKTO OTHER
PARENTS / CARERS

If you're concerned about play time or
spending money in the game, talk to
other parents and carers of your child's
friends. If you approach as a collective, it
will be easier to know when their friends
are online and you don't have to worry
about who they're playing with. It can
also help curb expectations on spending
money on battle passes and skins if yor
stick together.

Mee( our exPer[ O

IS FORTNITE ADDICTIVE?

Fortnite is at the forefront of gaming addiction
discussions because itis so popular with young people.
But whether it actually contributes to gaming addiction is
up for debate. WHO (World Health Organisation) have
classified gaming as a legitimate addiction, but this is not
solely a concern with Fortnite. Signs of addiction can
include irritability when not playing, lying about the
amount of time played and a preoccupation with ll\anghts
of the next gaming session. Realistically, it must be down
to parents and carers to recognise these symptoms and
act accordingly if they think they are developing.

CROSSPLAY IS AVAILABLE

One of the wonderful things about Fortnite is that it
can be played cross-platform. This means that no
matter what platform a person plays on (PC,
PlayStation 4, Xbox One etc) they can play with
friends who own the game on a different platform.
To do this, an Epic Games account must first be
created online (which is free) and then linked with
your platform account. Doing this removes the
age-old boundary of not being able to play together
because you don't have the same console and opens

up awhole new world of playing online with friends.

FREETO PLAY...ORISIT?

While Fortnite is technically free to play (in that
you can download and play it wit a)
it does come with the caveat that spen ing
money on things like skins and emotes
in-game is heavily pushed to players. The
currency used in-game s called 'V-Bucks'and
can be bought with real money through the
game’s online store, It's worth remembering
that these purchases are absolutely not
necessary, are cosmetic only and that V-Bucks
can be earned in-game with enough play time.

IS FORTNITE VIOLEN

Fortnite has been rated by the ESRB
(Entertainment Software Ratings Board) as
teen, as it contains cartoony violence and the
weapons and acts depicted in the game are
some way removed from their real life
inspirations. Characters don't draw blood when
shot and instead g, they are simply
beamed up off the map. Naturally, players
younger than the recommended age limit will
want to play the game and that should be at
the discretion of parents and carers.

Tips for Faren[s

GAMING WITH STRANGERS

Fortnite Battle Royale is an online game, and as such,
there is a chance that young children could come into
contact with strangers who are randomly placed into
their groups in a game. It's difficult to predict what
another person might say or do in a game, soit's a good
idea for friends playing together, to be grouped together.
The only real countermeasure to interacting with
strangers offered by Fortnite is to turn off all mic
communications, which can be done in the game's
settings. Using outside chat apps, like Skype or Discord
while playing, is a great way to make sure you know who
you're talking to and that nobody else is listening in.

CAN DEVELOP SOME
IMPORTANT SKILLS

It's often overlooked just how good
gaming can be for young people.
Fortnite encourages team play, quick
and complex problem solving and
tion; that's not to mention
fast reflexes gamers can
develop. Whlle taking breaks to do
other acti s is of course important,
there are benefits to screen time which
might not be immediately obvious.

Mark Foster has worked in the gaming industry for 5 years as a writer, editor
and presenter. He is the current gaming editor of two of the biggest gaming
news sites in the world, UNILAD Gaming and GAMINGbible. Starting gaming
from a young age with his siblings, he has a passion for understanding how
games and tech work, but more importantly, how to make them safe and fun.

www.theguardian.com/ga 018/mar/07 /fortnite-battle-royale-parents

https://www.polygon.com/2018/3/23/17146848/cross-platform-crossplay-psd-xbox-pe-switch-i

www.nationalonlinesafety.com
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LIMIT TIME, BUT BE FLEXIBLE

A game of Fortnite can last up to
20 minutes, so be flexible when
it's time to put itaway. The
approach of ‘one more game’ as
opposed to’10 more minutes’
will stop any complaints thata
match is still ongoing. Better
still, play with your d ild and
take it in turns; that way you're
helping control the time played
and can keep an eye on what
they're experiencing.

PLAY THE GAME
YOURSELF

There's no substitute for sitting down
and playing the game yourself to learn
all about it. Fortnite is available for free
on almost anything you can imagine,
even your smartphone, so there’s never
been a better time to get involved and
see what all the fuss is about. You never
know, you might even be able to impress
your children when you show them your
impressive Victory Royale tally!

jame-addiction/,

Facebook - /NationalOnlineSafety
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GROOMING

The majority of users who play Mlnecraft are
children, making it an ‘appealing’ gateway for
roomers. It has been reported that some users
ave created worlds in Minecraft to lure young
people into a conversation to ask for explicit
photos. There have even been more serious cases
in which children have been persuaded to meet
these people in real life.

CYBERBULLYING & GRIEFING

In multiplayer mode, there is a live chat feature
which allows players to talk to other players
through text. The chat functionality includes basic
filtering to block out external links and offensive
language being shared, but this varies between
each server. Griefing is when someone purposely
upsets another player during the game. This can
be done by ruining somebody's creation or
generally doing something to spoil gameplay for
another. Essentially, ‘Griefing’ is a form of

cyberbullying and can be extremely frustrating for -

players.

o
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DISABLE OR MODERATE CHAT

To avoid potentially inappropriate comments in a
live chat, you can follow these steps to turn live
chat off: 1. Select ‘Options’ 2. Toggle the Chat
button to‘Hidden’ or ‘Commands Only’ Bear in
mind that the chat feature is also where your child
can enter commands during the game, so this may
limit their game play.

MONITOR YOUTUBE TUTORIALS

Many Minecraft users turn to YouTube for video
tips on improving their gameplay and discovering
new techniques. Although many videos are
age-appropriate, some include sexual references
and bad language. We suggest watching Minecraft
tutorial videos together with your child. If your
child is under the age of 13, we suggest installing
‘YouTube Kids’ which provides a safer platform for
children to find the content they want, safely.

aft.net/e

farticle/minecraft-multiplayer-server-safety
o.org/a

e/staying-safe-on-minecraft

ps://support.xbox.com/en-GB/xbox-one/security/cannot-change-my-privacy-settings | https

Minecraft is played by millions of children around
the world, who can use their imagination to build
three-dimensional worlds with virtual building
blocks in a digital, pixelated landscape. It is classed
as a ‘sandbox game’ which means players have the
freedom to build their own creations with ‘blocks’
they collect and also have the opportunity to
explore other people’s creations with their
characters, Players can choose from thousands of
different ‘servers’ to join, which are created by
other players, making every experience of
Minecraft unique.

COMMUNICATING WITH
STRANGERS

There are thousands of servers to choose from
in Minecraft which are a single world or place
created by the public, allowing users to play the
game online or via a local area network with
others. No two servers are the same and each
server has its own individual plug-ins which are
controlled by the creator. This means that some
servers will allow communication with
strangers.

VIRUSES & MALWARE
FROM MODS

There are several websites that offer
downloadable ‘mods’ which modify ?ameplay
in a number of different ways. Most of the mods
will be safe to use, but as they have been
created by the public, they will often contain
viruses that can infect your child’s device and
potentially try and find personal information
from you or your child.

SCAN‘MODS’ FOR MALWARE
Minecraft ‘mods’ add content to games to give
more options to interact and change the way the
game looks and feels. But while ‘mods’ can bring
fun for a child, it's important to consider that
downloading and installing ‘mods’ could
potentially infect their device with a virus or
malware. In 2017, security company Symantec said
that between 600,000 and 2.5 million Minecraft
players had installed dodgy apps, which hijacked
player’s devices and used them to power an
advertising botnet. Install a malware scanner on
every device that your child plays Minecraft on,
and make sure it’s up-to-date.

PLAY IN‘CREATIVE’' OR
‘PEACEFUL' MODE
Even though the age limit is 10+, Minecraft can be
quite overwhelming at times, especially for
younger players or SEND children. We suggest
limiting your child to play in‘creative mode’ or
‘peaceful mode’ which takes away the survival
element and removes the ‘scarier’ monster/zombie
characters.

[[www.mirror.co.uk/tech/new-minecraft-game-nes
www.mirror.co.uk/news/uk-news/paedophiles-u
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Minecraft has
approximately

AGE RESTRICTION &
‘FANTASY VIOLENCE’

According to the ESRB ‘Entertaining Software
Rating Board; Minecraft is suitable for users
aged 10+. Due to its ‘Fantasy Violence; the
ESRB states that the rating has been given as
‘players can engage in violent acts such as
lighting animals on fire and harming animals
with weapons. Mild explosions are
occasionally heard as players use dynamite
to fend off creatures and mine the
environment.

CHILDREN MAY BECOME
ADDICTED

As with other games, Minecraft is a game
where players can keep returning, with
constant challenges and personal goals to
achieve. Children may find it difficult to know
when to stop playing, becoming absorbed in
the game and losing track of time.

SET TIME LIMITS

With ‘Gaming Disorder’ becoming an official health
condition, we suggest setting a reasonable time limit
when playing Minecraft. Parents can use parental
controls on devices to limit the time a child is playing

ames. It is worth having a conversation with your
child to understand what ‘mode’ they are playing on

the game. This may help you decide on how much
time you would like them to spend playing on it. For
example, a mini game will have an ‘end; but this will
depend on how long the game creator has made the
game last. In‘survival mode] the game has no end as
there is no goal to be achieved other than the child's

own e.g. after they have built something.

CHOOSE SERVERS CAREFULLY

Advise your child to only enter servers with
people they know and trust to protect them from
engaging in conversation with strangers. Your
child can also create their own multi-player server
and share this with their friends to j n which is
safer and more controlled than joini

stranger’s server.

aution-11251242 =
online-computer-games-1023355
parents-guide

ecraft-servers/

htt,
httpsi//lifehacker.com/a-parent-s-guide-to-playing-minecraft-with-your-kids-1788022798 https://www.howtogeek.com/289985/how-to-set-up-minecraft-so-your-kids-can-play-online-with-friends/http://minemum.comichat-settings
THIS IS AN INDEPENDENT ONLINE SAFETY GUIDE AND IS NOT AN OFFICIAL MINECRAFT PRODUCT. THIS GUIDE HAS NOT BEEN APPROVED BY NOR IS IT ASSOCIATED WITH MOJANG
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.O. At Nath ¥ won believe in parents, carers and. duits with the information th d to hold an int d b dirve sal their children, should they
feel itis needed. This guide focuses on f many wiich we b howld b of. Please com for further gaides, hints and tips for adults.

Facebook is an online social media platform that has over 2 billion users across the globe. It was initially 3..'?“:'
for university students but soon expanded out and since 2006, anyone over the age of 13 is able to join S
the platform. It is available on all devices from your desktop and laptop computer to smartphones and
tablets. Users can add photos and videos, update their status, interact with others and catch up with the
latest news. Despite requiring users to be over 13, there are no age verification measures and children
can easily create an account. It's therefore impertant that parents familiarise themselves with the main
features of the platform to ensure their young ones remain safe if and when they use it.
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' ADDICTIVENATURE _ g/ CYBERBULLYING _|[@ FUTUREIMPACT &9

Facebook can be hugely addictive as it offers a physiological o Around a quarter of children have experienced online - Regardless of age, anything that's posted on
high and a quick reward cycle which comes from the likes abuse, according to Ofcoms 2019 “Online Nation' Facebook, or other social media platforms,
and Lommmtsonsh.uedmts.tommunkmonlswmnm report. Figures show that 23% have been cyberbullied, i develops a personal brand and leaves a digital
39% subjected to abusive language and a fifth have footprint that is there forever. It can be
- been trolled. On Facebook, teenagers can recelve diffbcuit to explain the consequences but many
hdl.mmm-gln;nmnlnpmt things and also increases communication in a number of ways, from private universities (and employers] look at Facebook
the Fear Of Missing Out (FOMO] that s commonplace today. messages In Messenger to public comments on before making a decislon on accepting people.
O the flip side, because of the way teenagers interact these profiles, pages and posts to pages or groups set up just It s therefore wise to always think twice
days through Facebook and Facobook Messenger, they can to torment a victim, Exclusion from pages or groups te bafore posting anything online you wouldn't
seam addicted aven when they e net, cawse the victim to feel laft out has also been seen. want people to hear or sea offine.

(*) STRANGERS/FAKEPROFILES | ., OVERSHARING #= |NAPPROPRIATE ADS
e e | e |
iy, le are who the Facebook e sh. i While Facebook Is getti
fm!mplm;';ml sabd, Y Feapls youmss '{t‘hl’son‘m:'l:l‘:;’mli g.m:;: welfst:ia((lermﬂlfn (on:e?nof Hid fal
much like the real world, need to be sware of what they'ne ads and who they are
Facebook Bn't free of malickous revealing about themselves online. ¢ targeted to, there is still the
users and children have Facebook allows users to chare their chance that children could be m RBDOI"[ a d

received friend requests from location, create live videos and subject to ads during their
people they don't know, L much more. Some phatos can be experience on the platform., Tell us aboalt @ problem
including individuals who may traced using file data, too, so it's This could be innocuous but is . 2

@ important to keep a tight group and worthbearing mmind when . RUDRALD ALCELL

ook to take advantage of young
and Impressionable children. share onby with people you know. using the app.

'LIVE STREAMING

Facebook Live provi csuserswllhlhrabl ity to stream video leE bro-ol Ty linked to your
[hve-time to their friends and followers or watch other people’s F: provides the ability to share
broadcasts live. During the video, people can react and comment

and it difficult to mederate the content given everything B therefore important that parents ask their children
happensin real-time, This could mean your child is sxpased to . wheo they are communicating with and ensure that
Inappropriate material or worse still, could be cajoled into doing the anly people they are exchanging messages with
something enline by othors which they wouldn't normally do. are peaple that they also know in real lifo.
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At National Online Safety we believe in empowering parents, carers and trusted sdults with the information they need to hold an informed conversation about online safety with their children, should they
feel it is needed, Thiz guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit wwwenationalenlinesafety.com for further guides, hints and tips for adults,

TikTok is a video-sharing social media app available on i05 and Android which lets users
create, share, and view user created videos much in a similar manner to Facebook, Instagram
and Snapchat. It's main draw, however, is that users can record and upload bite-sized
looping videos of themselves lip-syncing and dancing to popular music or soundbites, often
for comedic effect, which can then be further enhanced with filters, emojis and stickers.
TikTok has been designed with the young user in mind and has a very addictive appeal. At
the beginning of 2019 it skyrocketed in popularity to become the iOS store’s most
downloaded app with over 33 million downloads. Estimates suggest that it now has anything
between 500 million and over 1billion monthly active users worldwide.

Whﬁ[paren[_s need to know abouf

ONLINE PREDATORS : ADDICTIVE NATURE

Tik . Sodal mhmhhmﬂ
with ath: vility to TikTok is no different. It can be fun and
::;d react to other user’s videos, follow their| Mﬂm s also because

the shart, punchy nature.
Mﬂmmn‘;’mnmh
 turn a five-minute wisit
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Assuming your child s above the age Bmit to Undoubtedly, the easlest way to safeguard your QE) In the digital wellbeing section there's
also take the time child on TikTok is to make sure thelr account Isset the ability to tum on restricted mode
about what they are sesing on ‘o private. This means only those users your child m using a PIN. Restricted mode filters
the app. Have a dialogue, get them to give you approves can view, like, and follow thedr content. = out content that ks notage
thelr apinlon on what s appropriate and Sdllngthna«ounlhnﬂuhm (Inhuhhyour @ shoul
model the correct behaviour for them. Go over :hlldsgoiloi imedia superstardom, but it
will keep their account secure from strangers. This
seitting can be enabled under the privacy and mede, parents should still be vigilant
utﬂym«wmmhaﬂmmmmhh to what their child is watching and
Teng run, getting them to think critically about af the app. To be extra safe, there are additional take note that the algorithm
wihat thisy're seeing goes a long way to controls available to togghe such as who can send maderating content ks nat infallibbe.
keaping them sodal media savey. comments and messages. among other aptions.

Undarstanding and leamning the app yourselfis a _ As entertaining as TIkTek ks, you can halp your child

graat way to get to grips with TikTok. You could then moderate thelr thme on the app rm' king use af
@ven usa the app with your child and watch some With the proper privacy settings in place, TikTok can be & dndlﬂ!aivulmsmlml.l the screen time
wideos with them. If you are the tof & teen, even saffe space for your child to express themaelves. However, mm:nﬂmlh&lw
Iﬂtdusmmdlayoupepuhr adose eye on Just in case something does manage to slip through, allotted time . theapp in

what and sharing. That sad, itfsa make sure your child knows how to recognise and report ranging from 40 to 120 minutes. You can koo lodk
Iullllmdunu o turn it imto & bonding opportunity. content that ikn't appropriate and get them to come to this preference behind a PIN numbaer which has to
with your child slzo. You could even unleash your you about what thay have seen. TikTok allows usars to e inpartted in order to then excesd the daily time
inner performer and malke videos with them while b report offenders and comments within the app. You can lirnit. This way your child can get their daily dose of
imone importantly) keeping them safe online. % mmmhlmlmhwng on thelr profile. memes without wasting away the day.

Meel our exper NEWEOR O MY ATV MOOE g

Pete Badh is a writer with over 10+ years in research TikTok Famnil
i frcd sl y Safety Mode allows parents to link their own TikTok account to
mda_mmk.mmlniwktmm their child's. It's a great way to oversee your child’s digital wellbeing by

giving you direct control over their safety settings and being able to

MM’ 4 ramotely tum features on and off. This includes managing soreen
tima, the ability to send and receiva direct messages [and with
whem) and the ability to restrict the appearance of content
a that might not be age appropriate.

www nationalonlinesafetycom  Twitter - @natonlinesafety  Facebook - [NationalOnlineSafety Instagram - @ NationalOnlineSafety
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WHAT IS
HOUSEPARTY?

Houseparty is a live streaming app described as a
face-to-face social network where people ‘drop in’ on each
other to video chat, leave messages and hang out in groups.
In the UK alone, there is an estimated 1.5 million people
using the app, more than half of which are under the age of
24. Houseparty is available for i0rS, Android and macOS5, and
it's important to note that children under the age of 13 must
| havea parent’s permission to access the services, however,
no proof of age requined to create an acoount.

Each time the app is opened, your child will be instantly
connected to other users who are also on the app. Users can
create group conversations of up to eight people at one time.

Each time a person joins, the screen splits to show everyone who
is part of the conversation. Your child can add contacts via
phone numbers, search for their usernames, and share a link to
their profile. They can have as many rooms as they want and
mowe from chat to chat by swiping across the screen. Along with
this functionality comes a firw assodated risks to be aware of...

Friends of friends can join conversations on the
platform without the need to be connected or known
to all the other users in the chat. Houseparty calls this

feature ‘Stranger Danger: it does alert users
when individuals they may not know enter their chat
room, it also suggests strangers might be a reasen for
“party time! There's also the danger of people
attempting to deliberately mlileadg:llnfs by using
false names or usermamaes.

Cybarbullying is whan people use tachnology to
harass, threaten, embarrass, or target another person.
Group chats can ba us bul make negative or

hurtful comments which may cause offence or be

harmful to others in the group. Exclusion from
friendship groups within the platfarm may make your
child ﬂl‘ sad and left out/socially excluded.

With live streaming being such a popular feature on
apps, itis important that you are aware of the dangers
associated with it in order to protect your child
affectively. Have regular and honest conversations with
your child about what apps they are using and how they
are using them. it may be a good idea to have your child

show you how they d how to g
thi b th you are of how it works.

CHECK COMMUNICATIONS

Also, it's important to be aware of who is on their friends.

trusted adult immediately. Remind your child that if
they getan invite to join a Houseparty room from
someone they don't recognise, then they should ignore
the request.

LOCK'ROOMS

In regard. img with users an

we advise that your child uses the lock’ feature to make
S P - o
especially strangers, can't join their conversations.

National
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such as Housepa
activities. Thene hwnzun

i nd 12 were
repartediy targeted by men exposing themselves back in 2017.
Dutsice of their close friendship g ‘s alio imporant to
note that friends of friends can also connect with your child via
the app, which may include people with this intention.

Children often don't understand the risks involved in giving
o much personal infermation in a Hve stream or within
their profile. They may also be less protective of nal
details during enline conversations. One example of this within
a live chat could be their background revealing information
about where they live or go to school without realising.

PROTECT THEIR PRIVACY

Your child may unknowingly give away parsonal
information during a live stream, including their
location. Talk to them about what constitutes ‘persenal
information’ and make sure they do discl
anything to anyone during a live stream, even to their
Triends. Advise them to remove any items in their live
stream (school uniform, street name, posters ete) that
information. Check your child's privacy settings

thoroughly. You have the option to opt out of certain uses
‘and disch ) e jon, such asturning

offthe app's location sharing option.

PROTECTING YOUR CHILD'S
DIGITAL FOOTPRINT

il feature lets users share moments frol
useparty conversations by recording and sharing
15-second snippets of chats. They also have the option to
save these moments to their gallery. For privacy
ber of ¢ Il see a
ing could be
a concern if your child shares something in the live chat
they may later regret. Once recorded, they bose control
over the video and how it is used.

By tapping on the dice icon your child can play a game
called ‘Heads Up!' where one person gives Jue;. to
describe someo: somathing and the other players
guess. Three cards an tuded for free but adcr onal
decks cost real money, There's the potential for your
child to get carried am,-pl..ri..g the game while
working up a small fortune.

OTHER APPS

Users can link their account to both Facebook and
Snapchat, or can simply share a link to their profile. We
advize that your remove these links and remind your child
notto publicly share sccess to their online profiles as
wyﬂemmlwmqbw.;‘mﬂwr

A study conducted by the Internet Watch
Foundation (IWF) faund that 96% of streams showed a child
on their ften in their bath I your

child is geing ta conduct a live stream, ask them if you
could be present for it This will give you a greater
ding of wh. «child iz doing during their live

As the videos are live, it may lead to the mis that
whatever happens in the videa will disappear once the live
stream ends, All content shared on the app can be recorded or
screenshotted and shared to a wider community. It is
impartant that your child knows that what they do now may
affect their In additi this, the vid
chats can't b viewed later which means unl or
carer is sitting nearby during a call, they won't know what has

mmn;—u'h they are streaming to.

REPORTING AND BLOCKING

If your child faces a problem while using the app they can
report direct to the platferm by shaking their phone. A

prompt will pop up allowing you to report issues
immediately by clicking on the ‘report now ‘ button. They
150 have the opti and block

B users directly on
the user's profile.

SEE ALSO: LIVE STREAMING GUIDE FOR PARENTS

Awhole school community approach te online safety

nationalonlinesafety.com

Ermailus at hello@nationalonlinesafety.comor call us on 0800 368 806 T






